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Abstract

This paper develops the concept of using On-board Control Procedures (OBCPs) to
do On-board Software Maintenance (OBSM) activities in a safer and more efficient
manner. OBCPs are part of the operations concept of current and future ESA
missions. An OBCP is a stand-alone program executed on-board and capable of
interacting with other on-board subsystems, with similar capabilities to what a ground
operator would have. OBSM activities ensure on-board software (OBS) operability and
maintainability in-flight. These activities are critical by their very nature and need to be

handled with great care.

The concept presented is based on experience gained with OBCPs and OBSM for the
Rosetta mission. The Rosetta spacecraft will be launched in February 2004. After
three Earth and one Mars swing-by, Rosetta shall rendezvous with comet Churyumov-
Gerasimenko in 2014 and deliver a lander to the comet’s surface. Many critical
activities throughout the mission will take place far away from Earth —signal round trip
time will be up to 100 minutes—, necessitating a complex operations concept relying

on spacecraft autonomy, part of which is achieved through OBCPs".

Section 2 introduces the OBCP concept, discusses OBCP usage on ESA missions
and presents OBCP facilities on the Rosetta spacecraft. Section 3 gives an overview
of OBSM at ESOC along with a short look at OBSM for Rosetta’s OBS. Section 4
presents how certain OBSM activities can be supported by OBCP.

1 A. Accomazzo and E. Montagnon, The Rosetta Mission and Autonomy, ESA Workshop on On-board
Autonomy, Noordwijk (2001)



Concept demonstrations with Rosetta OBCPs are shown as well. Section 5

summarises the findings of this paper and gives an overview of possible further work.
On-board Control Procedures

The OBCP Concept

Traditional spacecraft operations are mainly done with Flight Control Procedures
(FCPs) and the Mission Time Line (MTL). FCPs are executed step-by-step by a
ground operator, which involves sending Telecommands (TC) to the spacecraft and
checking Telemetry (TM) downlinked to ground. Missions with limited ground station
coverage might also use the MTL, which is a sequence of time-tagged TC loaded from

ground and executed by the OBS when their time tag expires.

While the MTL allows for autonomous on-board TC execution, the concept is limited
as it consists in success-oriented commanding without immediate reaction to
unexpected behaviour such as failed TC. On-board Control Procedures (OBCPSs)
allow for a more powerful on-board automation of spacecraft operations. An OBCP is
basically an FCP executed on-board the spacecraft. While OBCP execution is initiated
and partially monitored by the ground, interaction with other on-board subsystems
through TM and TC is done autonomously by the OBCP. Figure 1 shows FCP, MTL
and OBCP operations concepts.
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Figure 1: OBCPs vs. traditional spacecraft operations with FCPs and MTL
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The OBCP concept is defined in the Packet Utilisation Standard (PUS)” of the

European Co-operation for Space Standardisation (ECSS):

“...a mission may also have a set of on-board operations procedures that
can be loaded from the ground system, which then has control over their
subsequent execution. These procedures are similar in concept to the
standard procedures that are executed in a stepwise manner on the
ground. [...] these procedures can also be invoked autonomously on-

board...”
Typical capabilities of OBCPs allow for:

Sending TC to on-board subsystems

Receiving TM from on-board subsystems

Downlinking OBCP TM, allowing the ground to monitor OBCP execution
Processing capabilities as offered by high-level programming languages like
AdaorC

OBCPs are handled by an OBS application process, which provides standard service
requests, and reports for controlling and monitoring OBCPs, such that the ground can

handle OBCP upload, execution and monitoring through dedicated TC and TM.

Overall, using OBCPs improves spacecraft operations. The concrete advantages of

the OBCP concept are manifold:

OBCPs give enhanced capability, allowing for procedure execution out of ground
station coverage

The proximity of the OBCP to the commanded subsystems allows for rapid
reaction to any problems encountered. Given a thorough OBCP validation prior to
in-flight usage, the overall safety of spacecraft commanding is increased by OBCP

usage

2 ECSS Secretariat, Ground systems and operations — Telemetry and telecommand packet utilisation,
ECSS-E-70-41A, www.ecss.nl (2003)



Employing OBCPs increases the efficiency of operations, shortening spacecraft

operations duration and reducing operations overhead on the ground

While the OBCP concept is especially important for (i) missions with periods out of
ground station coverage and (ii) deep-space missions having long propagation delays
and limited data rates, it is the authors conviction that all types of missions can benefit
from OBCPs.

OBCP usage on ESA missions

The first ESA mission to fly OBCP-like facilities was the European Retrievable Carrier
(EURECA) in 1992/93. Even though EURECA was a mission in the earth orbit, limited
ground station contact times demanded for a significant amount of spacecraft

operations done autonomously by OBCP.

The OBCP concept for the Rosetta mission to comet Churyumov-Gerasimenko is
based on the successful EURECA OBCP experience. As Rosetta encounters long
propagation delays and low communication link data rates throughout the mission, it
needs advanced spacecraft autonomy, an important part of which is achieved through
OBCPs. EURECA and Rosetta OBCPs are used for a wide variety of tasks.

A number of upcoming ESA missions will have OBCP facilities on board. Venus
Express (launch 11/2005) inherits major parts of the Rosetta data handling OBS,
including the OBCP facility. The dual mission Herschel/Planck (launch 02/2007) will
also have an OBCP facility, with the OBCPs being written in a C-like operations
language allowing for maximum flexibility. ESA earth observation missions Cryosat
(launch 09/2004) and GOCE (launch 02/2006) shall fly a simplified OBCP concept
with less flexibility, using OBCPs only for implementation of Failure Detection,

Isolation and Recovery (FDIR) algorithms.

Rosetta OBCPs

Rosetta OBCPs are written in an Ada-like language; OBCP code is precompiled into
intermediate code on ground and uplinked to the spacecraft. The precompiled OBCP
may have a maximum size of 8kb and can be stored in various storage locations on-
board. OBCPs are run by the OBCP manager of the Data Manager Subsystem (DMS)



software, allowing for the execution of at most 20 OBPCs in parallel. The OBCP
manager occupies a fixed time slot in a DMS execution cycle and runs the currently
active OBCPs using round-robin scheduling. In this way, OBCP execution does not
affect the real-time behavior of other DMS processes. Rosetta OBCPs can do their
activities with a maximum precision of one second. The ground or any on-board
command source can instruct the OBCP manager by TC to start, stop, suspend or
resume OBCPs. Rosetta OBCPs have input parameters specified in the OBCP start
TC.

OBCPs on Rosetta can send any TC to subsystems on-board the spacecraft,
including the data handling OBS itself, also allowing for start of another OBCP through
dedicated TC. The OBCP is capable of reading TM, which is stored in a global TM
storage area in the Rosetta DMS software. Furthermore, OBCPs send their own TM to
the ground through the generation of events. Information can also be passed from one
OBCP to another.

Rosetta in-flight mission operations will be carried out through standard FCPs
executed on the ground, time-tagged TC in the MTL, and OBCPs started by ground or
by TC in the MTL. OBCPs are a crucial part of the Rosetta operations concept and will

be used for many activities, such as:

Support of Failure Detection, Isolation and Recovery (FDIR) functionalities, e.g.
the establishment of Rosetta safe mode in case of an emergency

Payload and lander operation, e.g. switching payload ON/OFF or payload mode
changes

TT&C subsystem routine configuration and redundancy switching

TM link maintenance activities

Pass management activities

Activities related to the Power subsystem, e.g. power sharing in deep space and
spacecraft warm-up after deep space hibernation mode

Entry and exit from the Rosetta deep-space hibernation mode



These OBCPs have been written by the Avionics Main Contractor and have gone
through rigorous testing. The OBCP development facilities have now been delivered to
ESOC, such that the Rosetta Flight Control Team (FCT) is capable of modifying

existing or developing new OBCPs.

OBCP validation done by ESOC prior to in-flight usage involves (i) partially automated
unit-level testing with dedicated OBCP testing tools and (ii) system-level testing on the
Operational Simulator as well as on the Rosetta Engineering Model. Even though
OBCP moaodifications require thorough re-testing, the validation overhead is much
smaller than for modifications of platform OBS. Thus, another benefit of OBCP usage
—as recognised by the Rosetta FCT- is the increased flexibility, allowing for more

efficient changes of on-board software functionality implemented by OBCP.

On-board Software Maintenance

General Remarks

OBS complexity of space missions keeps increasing, making OBSM more and more
important. OBSM basically deals with in-flight OBS-related problems, with a main
activity being the maodification of OBS in a controlled way if the need should arise.
However, OBSM also consists of routine operations, i.e. the regular monitoring,
recording and archiving of the state of the on-board software and hardware system to

be able to investigate the causes for any OBS anomalies, which might occur.

Though OBSM includes activities on the ground without directly interfering with
spacecraft software, the focus in this paper is set on how OBSM activities involving
the OBS directly could be facilitated by having additional on-board support through

dedicated OBCPs. The relevant activities include:

Check of the status of the OBS system through the dump of relevant areas of on-
board memory or through advanced OBS monitoring and logging facilities
Modification of OBS code or parameters through direct writing into on-board
memory

Checks on the correct functioning and status of on-board hardware on which the
OBS is operating



Rosetta OBSM

After the commissioning phase of the mission, ESOC will have prime OBSM
responsibility for the Rosetta Platform OBS, which consists of the following

subsystems with their related SW modules (see also table 1, page 8):

The Control and Data Management Subassembly (CDMS), containing 4 processor
modules (PMs), on two of which the DMS SW and Attitude and Orbit Control and
Measurement (AOCMS) SW run. It also hosts the PM Firmware, which is the first
software executed after PM reset.

The Solid State Mass Memory (SSMM) hosting the SSMM SW. The Solid State
Mass Memory is used to store on-board data, which can either be TM packets,
OBCPs, TC files or OBS images.

The Navigation Camera (CAM) and the Star Tracker (STR), hosting their
respective software and being controlled by the AOCMS SW.

Each subsystem has its OBS version burned into PROM and contains a EEPROM
used for permanent storage of whole OBS versions or patches. The baseline Rosetta
OBSM approach is to load OBS changes into EEPROM and let them come into effect
after a reboot of the PM running the patched OBS.

OBSM for Rosetta is heavily affected by the complexity of the interaction between the
different OBS subsystems —allowing for OBSM activities only to take place in certain
operation scenarios— and by the fact that some subsystems only support OBSM
commanding activities if they are in a specific mode. The long signal travel times also

increase the difficulties by preventing precondition checks from ground?®.

% J. Morales, Rosetta On Board Software: Design and Maintenance Concept for an Interplanetary Mission,
Deutscher Luft- und Raumfahrtkongress, Hamburg (2001)



Subsystem Processor Details SW Details Main Functions
CDMS 4 PM MA31750, 16 bits with DMS and AOCMS The AOCMS contains
31751 MMU working in cold written in Ada 83. Astres | the Attitude and Orbit
redundancy. DMS SW and RT kernel used as OS. Control System
AOCMS SW execute on two of The PM Firmware is algorithms. The DMS
the four processors. written in Ada and is in charge of data
Assembler. handling activities and
FDIR, MTL and OBCP
execution.
SSMM Redundant MCM containing Written in C and Mass Memory used
memory and TSC21020E 32 bit Assembler. Virtuoso RT | for storage of scientific
Digital Signal Processor OS used data, TM and OBCPs
STR and CAM | Redundant MCM containing Written in C and CAM and STR control
memory and TSC21020E 32 bit | Assembler. Virtuoso RT | the Optical Heads
Digital Signal Processor OS used (OH) and electronics
of the Star Tracker
and Navigation
Camera

Table 1: Summary of Rosetta OBS

OBSM Operations Automation through OBCPs

Memory Dump Support

OBSM memory dump activities are either done on a regular basis to get current
reference images or for verification of memory patching activities. Typically, a number

of constraints on memory dumps exist:

The maximum size of an area to be dumped with a single TC may be limited. E.g.
a dump TC on the Rosetta Star Tracker EEPROM may not request a dump of
more than 1000 words.

Some memories may only be dumped with a limited number of memory dump TC

per time unit.

The OBS module executing dump TC may need to be put in a specific operational

mode to be able to (safely) execute the memory dump TC.

Memory dump TC are part of the Memory Management Service 6 of the PUS [2]. The
above constraints could at least partially be handled in the OBS implementation of
Service 6. However, there is a push to reduce OBS complexity of ESA missions. This
often leads to the provision of only a basic memory dump service, which does not
handle all constraints mentioned above, but rather requires dealing with them

manually. E.g. for Rosetta, dump TC sequences satisfying size constraints are



generated on ground and the uplink of dump TC has to be done with appropriate

delays to adhere to timing constraints.

Memory dump activities can be done by an OBCP which is started with input
parameters specifying memory device and area to be dumped. The OBCP then
carries out dump activities autonomously, checking whether the relevant device is in
the right operative mode or —if requested— even putting it into this mode, and
commanding dumps of chunks of memory of the right size and with right release

timing.

While it is still under ground responsibility to control the scheduling of memory dumps,
the OBCP offers a high-level service allowing for simple execution of the activity. This

yields the following advantages:

Less overhead on the ground: the OBCP deals with the various constraints

Less uplink bandwidth necessary: uplink of a single OBCP start TC instead of an
uplink of a sequence of memory dump TC

Increased safety: real-time verification by OBCP of the correct mode of the
relevant on-board unit and of the correct execution of memory dump TC

Three different operational OBCPs falling into this category have been implemented
for Rosetta, dumping portions of the CAM/STR EEPROM, the SSMM EEPROM and
the EEPROM of PMs in the CDMS, respectively. It is planned to use these OBCPs

during Commissioning later in 2004.

Figure 2 (see page 10) shows the flow diagram for Rosetta OBCP 6860. This OBCP
dumps a contiguous area of SSMM EEPROM, managing SSMM mode changes from
and to Init Mode which allows for memory dumps to take place. The dump request is
then executed by sending a sequence of memory dump TC to the SSMM OBS. If an
SSMM mode transition should not succeed or if a dump TC sent should fail, the OBCP
aborts and issues parameterised events in TM informing about the problem

encountered.
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Figure 2: Flow diagram for OBCP 6860 - dump SSMM EEPROM areas

Memory Load Support

OBSM memory load activities may take place to do in-flight modification of flight
software code located in on-board memories. For recent ESA missions like Rosetta,
overall OBS complexity has also lead to SW maodifications through direct patching of
on-board memories as a standard operational way to adapt parameters for different

mission phases.

As for memory dump TC, constraints exist on the size and timing of memory load TC,
and the OBS mode allowing for memory patching. Thus, the process of patching on-
board memory involves (i) putting the relevant device into the right mode, (ii) patching
the memory, (iii) verifying proper patch installation and (iv) possibly restoring the initial
state of the device. The authors suggest to drive this process by an OBCP which
guides through the patching process, taking care of mode changes, patch installation
and installation confirmation. Such an OBCP relieves the ground and increases the

overall safety of the patching process.

Rosetta OBCP 6820 supports patching of the Rosetta Navigation Camera EEPROM.
Patching CAM EEPROM involves putting the CAM OBS into various modes for the
different activities during the patching process (see Figure 3, page 11). A safe CAM

EEPROM patching process involves the following steps:

1. The EEPROM is patched, involving mode transitions to Init Mode and back to
Standby Mode



white paper
TC: start TC: go toself
Application SW test mode
—————
TC:reset SW
Memory patch

and dump
TC accepted

Self Test
Mode

EEPROM Checksum
calculated andsent
to ground

Power ON

autonomous
transition

Figure 3: CAM OBS mode transitions relevant for OBCP 6820

2. The on-board EEPROM checksum is updated through direct patching. Before and
after this patch, a transition to Self Test Mode is requested to receive a report

containing:

The checksum calculated on-board over the modified EEPROM
An indication whether the checksum calculated in the self-test mode

corresponds to the one currently stored in EEPROM.

OBCP 6820 is involved in the above process as shown in figure 4, receiving patch

data from the ground and commanding CAM mode changes autonomously.

OBCP 6820 ACTIVITIES
Wait for Patch Put CAM Wait for Patch CA Put CAM Switch
patch datgge] CAM into Self p| checksumpe.] EEPROM p| into Self | OFF
uplink EEPROM Test Mode uplink checksum Test Mode CAM
INSTRUMENT MODES
Init Stand-by| Self test | Stand-by Init Stand-by| Self test| Stand-by
mode mode mode mode mode mode mode mode
GROUND ACTIVITIES
OBCP Uplink patch data Receiveself test TM and Uplink new Check in self test TMvhether
start compare checksum with checksum the calculated checksum is
the one calculated on equal to the one which has
ground been patched in EEPROM,/~=-

Figure 4: Rosetta OBCP 6820 — CAM EEPROM patch support



Further OBCP Support for OBSM Activities

Routine Hardware/Software System Checks

The complexity and amount of hardware/software devices flown by ESA missions
requires regular checks on their functionality. Health checks could be done by an
OBCP which would switch on specific devices, conduct a number of tests with these

devices and would then report on the outcome of the tests.

The advantages for OBCP usage in this scenario would be:

Increased efficiency due to the automation of routine system checks
Increased safety due to real-time verification of and reaction to TC sent on-board
by the OBCP

Rosetta OBCP 6810 is a demonstrator for these routine check activities (see figure 5).
This OBCP tests unused processors in the CDMS, which can be put in a service mode
(SM) for testing purposes. The PM in service mode can receive TC from the DMS S/W
(running on another PM) and execute them. OBCP 6810 commands the execution of
a number of self-tests in PM service mode, which include testing of the processor’s
EDAC, specified RAM areas, the MMU and the processor PROM.

wait 1 sec

send TC to
execute self tes

as specified in
input parameters

OBCP Error signalling an OBCP
start OBCP abortion end

put PM into

Switch
service mode

PM OFF

PMs

Figure 5: Flow diagram for Rosetta OBCP 6810 — checks on unused PMs




OBS Status Monitoring and Logging

One of the challenges for OBSM is the very limited amount of information about OBS
activities. Data available on the ground is usually restricted to standard TM, with little
specific information about the failure. This can possibly be augmented with memory

dumps made on command.

Basic monitoring mechanisms are common practice on modern spacecraft. Rosetta
OBS offers configurable services to monitor the value of TM parameters as well as
functionalities to cyclically acquire the contents of memory. However, these
mechanisms are simple and lack the amount of flexibility needed for sophisticated

monitoring tasks.

OBCPs would be ideal for augmenting these simple monitoring facilities in place. They
offer the needed flexibility, are sufficiently powerful for complex monitoring tasks and
do not affect OBS real-time behaviour. Concrete examples for OBCPs, which monitor

the OBS system, are:

An OBCP, which monitors the processor, load by deriving it out of a number of
parameters.
An OBCP monitoring the status of circular buffers in the OBS, which in the past

have proven to be an important cause for OBS anomalies

Conclusion and Future Work

Summary and Conclusion

This paper described the usage of OBCPs —small programs executed on-board the
spacecraft and capable of interacting with other subsystems through the use of TC
and TM- for On-board Software Maintenance (OBSM) activities. It was demonstrated
that OBCPs can support or autonomously carry out OBSM activities, leading to safer

and more efficient OBSM in the following areas:

On-board memory dump activities. The OBCP offers a high-level service for
memory dumps, autonomously dealing with any constraints on the memory

devices



On-board memory loads. The OBCP guides through the patching process, making
sure all constraints are adhered to
Checks on the correct functioning and status of on-board hardware on which the

OBS is operating as well as monitoring and logging of OBS state and execution

The concepts presented were supported by OBCP demonstrations for the Rosetta
spacecraft, which is to be launched in February 2004 and will arrive at comet

Churyumov-Gerasimenko in 2014.

Using OBCPs for OBSM activities proved to have several advantages. As the OBCP
is able to do checks on its own without ground intervention, OBCP usage reduces
traffic between ground and the spacecraft. OBCP use also means increased safety for
commanding activities due to the immediate reaction and checking capabilities of
OBCPs. Some OBSM activities can be automated through OBCPs, reducing the
workload of the OBSM engineer. Furthermore, OBCP use gives more flexibility,
allowing for late implementation or changes of non-critical OBS parts without needing

to revalidate the whole OBS as for classical OBS changes.

Future Work

Future work will be along several directions:

Some of the Rosetta OBCPs described herein are already set to become
operational. Work to include these OBCPs in Rosetta’s Flight Operations Plan will
continue. The goal is to use these in the commissioning phase after launch in

summer 2004.

The demonstrator OBSM OBCPs for Rosetta will continue to be refined and might
possibly be used operationally later in the mission. In-flight OBSM experience with

Rosetta is likely to create new ideas for additional OBCP usage.

As Rosetta is ESA’s first deep space mission to make extensive use of the OBCP
concept, the experience gained now with OBCPs in general and OBCPs for
OBSM in particular will be essential for future missions. The upcoming Venus

Express mission (launch in November 2005) inherits major parts of Rosetta’'s OBS
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gained with Rosetta (OBSM) OBCPs to Venus Express.

ESA plans to standardise OBCP facilities and functionalities. A proposal for a working
group has been submitted to the ECSS. In preparation for this standardisation

endeavour, work on an OBCP white paper is about to start.



